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[bookmark: _GoBack]9a.	Individual Assessment Record for Written Question

This is a record on the competency assessment of each individual candidate which must be completed and signed by both the assessor and the candidate at the end of the assessment.
[bookmark: tyjcwt]
	CANDIDATE NAME

	NRIC
	X
	X
	X
	X
	X
	
	
	
	




	JOB TITLE

	TEL

	COMPANY


	[bookmark: _3dy6vkm]TS Code:  ICT-DES-3004-1.1 Security Architecture Design

	

	Abilities and Underpinning Knowledge
	Assessment Criteria
	Please Tick
	Remarks

	
	
	C
	NYC
	

	Ability 1 Identify key security risks and problems posed by new technologies and business practices 
Ability 2 Design secure systems and controls based on IT architectural guidelines and requirements
Ability 3 Define security specifications of system components, that address security objectives and functional requirements 
Ability 4 Incorporate controls into security system components to minimise security breaches or lapses  
Ability 5 Check for an adequate level of security robustness in system designs

Knowledge 1 Security threats and vulnerabilities facing IT systems 
Knowledge 2 Security assurance and functional requirements 
Knowledge 3 Security system components
Knowledge 3 Security system components 
Knowledge 4 Elements and workings of security controls 
Knowledge 5 Goals and purpose of security controls
Knowledge 6 Common specifications and designs for secure

	Candidate is able to
· Identify the Threats
· Identify the Risks
· Identify the Vulnerability
Candidate is able to
· Analyse the Threats
· Analyse the Risks
· Identify the relevant controls
· Assert the IT Architectural Guidelines
· Assert the IT Controls and Control Objectives
Candidate is able to
· Assert the Security Baseline
· Assert the System Security requirements 
· Assert the System Security objectives
· Assert the System Security Standards and Guidelines
Candidate is able to
· Assert the System Assets that are impacted by risks
· Assert the System Controls to mitigate Risks
· Assert the System Security Control implementation 
· Identify and measure the Key Risk Indicators (KRI) 
· Identify and measure the Key Performance Indicators (KRI)
Candidate is able to
· Assert the System Security Control Testing and Validation requirement
· Assert the System Security Control Testing and Validation methods
· SATS and DATS
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9b. Individual Assessment Record for Practical Performance

This is a record on the competency assessment of each individual candidate which must be completed and signed by both the assessor and the candidate at the end of the assessment.

	CANDIDATE NAME

	NRIC
	X
	X
	X
	X
	X
	
	
	
	




	JOB TITLE

	TEL

	COMPANY


	TS Code:  ICT-DES-3004-1.1 Security Architecture Design

	

	Abilities and Underpinning Knowledge
	Assessment Criteria
	Please Tick
	Remarks

	
	
	C
	NYC
	

	Ability 1 Identify key security risks and problems posed by new technologies and business practices 
Ability 2 Design secure systems and controls based on IT architectural guidelines and requirements
Ability 3 Define security specifications of system components, that address security objectives and functional requirements 
Ability 4 Incorporate controls into security system components to minimise security breaches or lapses  
Ability 5 Check for an adequate level of security robustness in system designs

Knowledge 1 Security threats and vulnerabilities facing IT systems 
Knowledge 2 Security assurance and functional requirements 
Knowledge 3 Security system components
Knowledge 3 Security system components 
Knowledge 4 Elements and workings of security controls 
Knowledge 5 Goals and purpose of security controls
Knowledge 6 Common specifications and designs for secure

	Candidate is able to
· Identify the Threats
· Identify the Risks
· Identify the Vulnerability
Candidate is able to
· Analyse the Threats
· Analyse the Risks
· Identify the relevant controls
· Assert the IT Architectural Guidelines
· Assert the IT Controls and Control Objectives
Candidate is able to
· Assert the Security Baseline
· Assert the System Security requirements 
· Assert the System Security objectives
· Assert the System Security Standards and Guidelines
Candidate is able to
· Assert the System Assets that are impacted by risks
· Assert the System Controls to mitigate Risks
· Assert the System Security Control implementation 
· Identify and measure the Key Risk Indicators (KRI) 
· Identify and measure the Key Performance Indicators (KRI)
Candidate is able to
· Assert the System Security Control Testing and Validation requirement
· Assert the System Security Control Testing and Validation methods
· SATS and DATS
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10	Assessment Summary Record 

	Ability
	Assessment Method
	Competence
(Please Tick)

	
	WQ
	PP
	OQ
	C
	NYC

	TS Code:  ICT-DES-3004-1.1 Security Architecture Design

	Ability 1 Identify key security risks and problems posed by new technologies and business practices 
	✔
	✔
	NA
	
	

	Ability 2 Design secure systems and controls based on IT architectural guidelines and requirements
	✔
	✔
	NA
	
	

	Ability 3 Define security specifications of system components, that address security objectives and functional requirements 
	✔
	✔
	NA
	
	

	Ability 4 Incorporate controls into security system components to minimise security breaches or lapses  
	✔
	✔
	NA
	
	

	Ability 5 Check for an adequate level of security robustness in system designs
	✔
	✔
	NA
	
	



Legend:  PP: Practical Performance, WA: Written Assessment, NA: Not Applicable
               C:  Competent, NYC:  Not Yet Competent





This candidate has been assessed for the TSC:  ICT-DES-3004-1.1 Security Architecture Design


Competent                   🗌	

Not Yet Competent          🗌  




	Candidate Name                       (As in NRIC)
	
	Assessor Name:
	

	NRIC: 
		X
	X
	X
	X
	X
	
	
	
	



	NRIC:
		X
	X
	X
	X
	X
	
	
	
	




	Candidate Signature:
	
	Assessor Signature: 
	

	Date:
	
	Date:
	


Note: By signing, the candidate is agreeing to accept the assessment outcome.



Assessment feedback:
	{Feedback on the overall performance or in the case of NYC; any area of skills gap and improvement needed}
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